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About the author



Dmitri Popov has been writing exclusively about Linux and open source software for many years, and his articles have appeared in Danish, British, US, German, and Russian magazines and websites. He regularly contributes to PIXLS.US, and you can find more about his work on his Tōkyō Made website.




About this book

If you want to build a simple, versatile, reliable, and inexpensive backup device that fits your pocket, the Little Backup Book is right up your alley. Instructions in the book can help you assemble an automatic backup device using a Raspberry Pi (or any other single-board computer) and the Little Backup Box software. The resulting device can handle practically any storage media (cards, regular and solid-state disks, cameras, etc.) and costs only a fraction of what you would pay for a similar product on the market. The book provides an in-depth description of how to build, configure, and extend a Little Backup Box backup device.




Prerequisites

Building your own Little Backup Box device requires basic Linux skills:


	Establishing an SSH connection

	Editing files

	Running shell scripts and executing basic commands from the command line

	Understanding how Linux handles external storage devices



It also helps to be familiar with Raspberry Pi and single-board computers in general.




Introduction

A simple, small, and reliable backup device can come in useful in many situations. But instead of spending money on a commercial product, you can build a versatile backup device based on single-board computer like Raspberry Pi and Little Backup Box for very little money.



Going the DYI route means procuring the required parts and putting them together. While this might not be as straightforward as ordering on Amazon, building your very own Little Backup Box offers several important advantages.


	Open source Little Backup Box is based on tried-and-tested open source tools. Depending on your skills you can customize, extend, and improve Little Backup Box to meet your specific needs. With some tweaking and coding, you can add streaming and cloud backup features.

	Commodity hardware Little Backup Box is designed to run on Raspberry Pi, the most popular single-board computer out there. You can buy it, along with the rest of the required parts, from practically any reputable store. Using the available parts, you can build a tiny Little Backup Box device based on Raspberry Pi Zero that fits even the tightest pocket and can be powered by a small power bank. Or you can opt for a more powerful and versatile device based on Raspberry Pi or any other single-board computer.

	Automated installation Little Backup Box features an installer script that automates the entire setup procedure. The installation can be performed in a matter of minutes, and it requires almost no user input.

	Modular design Most existing backup products are tightly integrated devices with no upgrade path. So if the built-in battery dies, the backup device becomes unusable. The same goes for the rest of the components. And since there is no easy way to upgrade the storage, you are stuck with whatever disk space the device comes with. None of these limitations apply to a Little Backup Box-based device. You can easily replace the battery, upgrade storage, and swap any faulty component.

	Direct camera and storage backup support Little Backup Box makes it possible to transfer files directly from the camera or from a wide range of source storage devices. During installation, you can choose the default mode. In addition to that, it’s possible to control Little Backup Box via a web UI.

	Versatility Since Little Backup Box runs on a Raspberry Pi, you can put the device to other practical uses too.




Terminology


	Source device is a storage device with data that Little Backup box should back up. It could be a storage card (SD, microSD, CFexpress, etc.) connected to the machine running Little Backup Box via a USB card reader. It could also be a regular USB stick, an SSD, or any other solid-state USB storage device.

	Storage device or backup device is a storage device for backing up data from a source device. In most cases, the backup device is a regular USB stick, an SSD, or any other USB solid-state storage device.





What Raspberry Pi model to choose

While there are several Raspberry Pi models to choose from, Raspberry Pi 4 is a sensible choice in 99% of situations. It’s the only model that features USB3 ports, and it’s by far the fastest Raspberry Pi. If you plan to use it exclusively for running Little Backup Box, go for a 2GB RAM model. Otherwise, a 4GB model offers a good compromise between the amount of RAM and price.



Note about security

Little Backup Box is a single-user device. As such, it doesn’t provide a security layer. While accessing Little Backup Box via SSH requires a password, the web UI offers no such protection. The Samba and miniDLNA servers give full access to the backed up data without authentication. All of this means that you should avoid using Little Backup Box on public networks. If you expect to use Little Backup Box in situations, where it’s exposed on the internet, consider installing and configuring the UFW firewall tool. It can be installed using the sudo apt install ufw command.





Required parts

The first step is to make sure that you have all the required parts for the project. Besides a Raspberry Pi, you need the following components:


	High-capacity USB flash drive like SanDisk Ultra Fit, or an external USB SSD storage device. While it’s possible to use Little Backup Box with a regular external USB hard disk, this setup is not officially supported.

	Power supply for the Raspberry Pi. Make sure that the power supply is rated to deliver enough power for the chosen Raspberry Pi model. To be on the safe side, go with the official Raspberry Pi power supply.

	8GB or higher capacity Class 10 microSD card with an SD adapter.

	Linux, macOS, or Windows machine to create a bootable microSD card and to manage the Raspberry Pi remotely.






Create a bootable storage card with Raspberry Pi Imager

The recommended way to create a bootable card for Raspberry Pi is to use the Raspberry Pi Imager utility available from the official Raspberry Pi website. You can use the utility on a machine running an Ubuntu-based Linux distribution, macOS, or Windows.



Raspberry Pi Imager not only simplifies the process of writing a system image to the card, it also allows you to specify key settings. Before you hit the Write button, press Shift+Ctrl+X, and specify the desired settings. As a minimum, enable SSH and configure the wireless network. # Install Little Backup Box

The easiest, and recommended way, to deploy Little Backup Box on the Raspberry Pi is to fetch and run the Little Backup Box installer script. To do this, run the following command on the Raspberry Pi:

curl -sSL https://raw.githubusercontent.com/dmpop/little-backup-box/main/install-little-backup-box.sh | bash

During the installation process, you’ll be prompted to select the default backup mode. Little Backup Box supports three backup modes:


	Source to external Automatically backs up the contents of a source device (e.g., a storage card) to an external storage device.

	Source to internal Automatically backs up the contents of a source device to the internal system storage.

	Camera to external Transfers photos, RAW files, and videos from the connected camera to an external storage device.

	Camera to internal Transfers photos, RAW files, and videos from the connected camera. The transferred files are saved in the /home/$USER/BACKUP/[CAMERA MODEL] directory on the system storage device. Important Make sure that the camera is set to the MTP USB connection mode.

	iOS to external Transfers photos and RAW files from the connected iOS device to an external storage device.

	iOS to internal Transfers photos and RAW files from the connected iOS device to the internal system storage.



Little Backup Box also features a web UI that allows you to run backup actions and manage the device.




Install Little Backup Box on a different system

It is possible to install Little Backup Box on a different single-board computer running any other Debian-based Linux distribution. To do this, you need to know two things: the default user name and the device name the system uses for the intended storage device. To find the user name, log in to the system, run the whoami command, and note the returned user name.

Install then Little Backup Box using the following command (replace USER withe the actual user name):

bash <(curl -sSL https://raw.githubusercontent.com/dmpop/little-backup-box/main/install-little-backup-box.sh) USER



Install Little Backup Box on Ubuntu Server

While there are several alternatives to Raspberry Pi OS, Ubuntu is probably your best bet due to its popularity and level of support. Compared to Raspberry Pi OS, deploying Little Backup Box on Ubuntu Server requires a couple of additional but relatively simple steps.

Follow the instructions in the How to install Ubuntu Server on your Raspberry Pi tutorial to create an Ubuntu microSD card and boot the Raspberry Pi from it.

Once the system is up and running, create the lbb user (you can use any name you like), specify a password for it, and add the user to the sudo group:

sudo useradd -m lbb
sudo passwd lbb
sudo usermod -aG sudo lbb


Log out and log in as the lbb user. Next, make Bash the default shell. Run the chsh command, and specify the /usr/bin/bash path when prompted. Log out and log in again as the lbb user.

The final step is to allow the lbb user to run all commands that require root privileges without the root password. To do this, run the sudo visudo command and add the following line to the file:

lbb       ALL = (ALL) NOPASSWD: ALL

Save the changes, and you’re done. Log out and log in again as the lbb user, and run the following command to install Little Backup Box:

bash <(curl -sSL https://raw.githubusercontent.com/dmpop/little-backup-box/main/install-little-backup-box.sh) lbb

Follow the instructions to complete the Little Backup Box installation.



Manage Wi-Fi connections with comitup

By default, Little Backup Box connects to the Wi-Fi network that you specified when creating a bootable card. In many situations, though, the ability to connect Little Backup Box to a different network on-the-fly can be rather useful. The comitup utility allows you to do just that.

Little Backup Box includes a shell script that installs and configures comitup. Connect via SSH to the Little Backup Box machine, switch to the little-backup-box directory, and run the ./install-comitup.sh command. When comitup is up and running, it creates its own Wi-Fi access point with a little-backup-box-NN name (where NN is a random number, for example: little-backup-box-91). Connect to this network, point your browser to http://10.41.0.1/, and you should see a list of available Wi-Fi networks. You can then connect the Little Backup Box machine to the desired wireless network. ## Change or disable the default backup mode

To change the default backup mode, establish an SSH connection to the Little Backup Box machine and issue the command little-backup-box/scripts/change-mode.sh. Select the desired backup mode and press OK. Hit OK again to reboot the Little Backup Box machine.

To disable the default backup mode, run the crontab -e command and locate the job that starts the backup operation. It may look something like this:

@reboot sudo /home/pi/little-backup-box/scripts/backup.sh storage external >/dev/null 2>&1

Add # at the beginning of this line, to comment it out. Save the changes and reboot the Little Backup Box machine.



Note about storage devices

In the source backup mode, Little Backup Box treats the first storage device you plug into the Little Backup Box machine as a backup device, that is, the device to which Little Backup Box transfers the contents of source devices. Pay particular attention to which device you connect to the Little Backup Box machine first.

In the internal backup mode, the internal storage acts as a backup destination, and Little Backup Box treats the first storage device you plug into the Little Backup Box machine as a source device, that is, the device to be backed up.





Use Little Backup Box (default backup mode)

The exact backup procedure depend on the backup mode.

Important note To differentiate between different source devices, the backup script creates a datetime-based .id file in the root of each source. The name of the .id file is also used as the destination backup folder on the storage device. When using the internal backup mode, the transferred files are saved in the /media/internal directory.


Source backup mode


	Boot the Little Backup Box machine.

	Plug in a backup storage device (skip for the internal backup).

	Plug the source device into the Little Backup Box machine.

	Wait till the Little Backup Box machine shuts down.





Camera backup mode


	Boot the Little Backup Box machine.

	Plug in a backup storage device (skip for the internal backup).

	Connect the camera to the Little Backup Box machine.

	Turn the camera on.

	Wait till the Little Backup Box machine shuts down.





iOS device backup mode


	Boot the Little Backup Box machine.

	Plug in a backup storage device (skip for the internal backup).

	Connect the iOS device to the Little Backup Box machine.

	Unlock the iOS device, and tap Trust when prompted.

	Wait till the Little Backup Box machine shuts down.







Use Little Backup Box (web UI)

To access Little Backup Box’s web UI, you need to find out the current IP address of the Little Backup Box machine. There are several ways to do that.


	If you have an LCD screen connected to the Little Backup Box machine, it displays the IP address when Little Backup Box is up and running.

	In case Little Backup Box establishes a Wi-Fi connection to a hotspot created by your Android or iOS device, you can use tools like Network Analyzer to find the IP address.

	You can configure Little Backup Box to send its IP address to the desired email address. To enable this option, specify the required mail settings in the little-backup-box/scripts/config.cfg file.






	Use the System info navigation link to access basic system information, such as a list of storage devices and memory usage.

	To edit the configuration file, use the Settings navigation link.

	The Tools link gives you access to the Repair section, where you can check and repair filesystems on storage devices. Here, you can also mount and unmount USB storage devices.

	To open the file browser, click the Files link.

	Use the Upload navigation link to switch to the upload form.



The dedicated buttons in the web UI let you initiate backup jobs. Press the desired button to start the appropriate backup job.


Modify the default settings

Press the Settings navigation link in the web UI to switch to the settings editor that allows you to modify the existing configuration. Here, you can enable logging by setting the LOG option to true. If you want Little Backup Box to send email notifications after each completed backup job, set the NOTIFY option to true and provide the required mail info. By default, Little Backup Box automatically shuts down after a backup job is completed, but you can disable this option by setting POWER_OFF to false. Press Save to save the modifications, then reboot Little Backup Box to enable the changes.



Unmount and mount storage devices via the web UI

In the Tools section of the web UI, you can unmount the already mounted USB devices. This feature can be useful when you need to perform additional backup without restarting the Little Backup Box machine. For example, after backing up a storage card to a USB storage device, you might want to back up an iOS device to the internal storage. To be able to do this, switch to the Tools section, and use the Unmount USB 1 and Unmount USB 2 buttons in the Mount storage panel to unmount the storage device and the card reader connected to the Little Backup Box machine. Switch then to the Main section and start the desired backup box using the appropriate button.



Check and repair storage devices

The Repair panel of the Tools section makes it possible to check the filesystem integrity of the connected and mounted USB storage device and attempt to repair it, if necessary. To perform a check and repair select the desired partition and follow the instructions in the HELP panel.



Use Little Backup Box with a mobile Wi-Fi hotspot

When on the move, you can turn an Android or iOS device into a hotspot and connect the Little Backup Box machine to it. To enable a hotspot on an Android device, go to Settings → Network and internet → Hotspot & tethering → Wi-Fi hotspot and toggle the switch. To enable the Wi-Fi hotspot on an iOS device, go to Settings → Personal Hotspot and tap the slider next to Allow Others to Join. Once the Wi-Fi hotspot is active, connect the Little Backup Box machine to it as described in Manage Wi-Fi connections with comitup.



Connect Little Backup Box directly to a Linux machine via Ethernet

Instead of accessing Little Backup Box via Wi-Fi, you can connect it directly to a regular Linux machine using a standard Ethernet cable. A direct Ethernet connection is significantly faster than Wi-Fi, and it can be used when no Wi-Fi is available. Direct Ethernet connection works not only with Linux, but also with Windows and macOS.



Establishing a direct Ethernet connection is not particularly complicated. Plug a regular Ethernet cable into the Ethernet ports of the Little Backup Box machine and a Linux machine. Next, you need to share the wired network interface of the machine with the Little Backup Box machine. If the Linux machine runs KDE, open the Network Manager tool and select the appropriate wired Ethernet connection. Switch to the IPv4 tab and choose Shared to other computers from the Method drop-down list. Press OK and reboot the machine. Open the terminal and run the ssh pi@raspberrypi command to establish an SSH connection to the Little Backup Box machine (replace raspberrypi with the actual host name of the Little Backup Box machine). To find out the Little Backup Box machine’s actual IP address on the Ethernet interface, run the ip a l command. The obtained IP address can be used to access the Little Backup Box web UI. You can also use the default file manager on the Linux machine to access content on Little Backup Box via the Samba protocol.



Monitor and update Little Backup Box

The Little Backup Box script uses the Raspberry Pi’s ACT LED (the green LED that is used by default to indicate SD card activity) to provide basic visual feedback. When the script is up and running, the LED switches to the heart beat blinking mode (that is, it pulsates in a sequence similar to a heart beat). When a storage device is detected and mounted, the LED starts blinking slowly. As soon as a source device is detected and mounted, the LED starts blinking quickly. Most card readers and USB flash drives feature LEDs of their own that blink during read/write operations, thus providing additional visual feedback.

The web UI also features the Log monitor panel that provides an overview of Little Backup Box activity. If Little Backup Box misbehaves, the Log monitor may help you to find out what causes the problem.

To update the Little Backup Box to the latest version, connect to the Little Backup Box machine via SSH, and save the existing config.cfg file in the home directory:

cp little-backup-box/scripts/config.cfg ~/config.cfg

Run then the following commands:

curl -sSL https://raw.githubusercontent.com/dmpop/little-backup-box/main/uninstall-little-backup-box.sh | bash
curl -sSL https://raw.githubusercontent.com/dmpop/little-backup-box/main/install-little-backup-box.sh | bash


Restore the config.cfg file, if necessary:

cp ~/config.cfg.bak little-backup-box/scripts/config.cfg

The described update procedure removes all traces and packages and then performs a clean installation. But it’s also possible to update Little Backup Box by simply fetching the latest source code using Git. To do this, connect to the Little Backup Box machine via SSH and run the following commands:

git stash
git pull -r
chmod +x little-backup-box/scripts/*.sh
git stash pop


Note that this update procedure only works if the new version doesn’t contain any changes in the install-little-backup-box.sh script.

To uninstall Little Backup Box, run the curl -sSL https://raw.githubusercontent.com/dmpop/little-backup-box/main/uninstall-little-backup-box.sh | bash command.



Upload files to Little Backup Box

Little Backup Box features a web interface that lets you upload files for safe-keeping. Point the browser to http://127.0.0.1/upload.php (replace 127.0.0.1 with the actual IP address of the Little Backup Box machine), select the local files you want to upload, and press the Upload button. By default, the files are uploaded to the /home/pi/UPLOAD directory. To specify a different path, adjust the value of the $upload_dir variable in the little-backup-box/scripts/upload.php script.

The default PHP configuration on Little Backup Box limits the size of uploaded files to 2MB. To change that, open the php.ini file for editing (for example, sudo nano /etc/php7.3/cli/php.ini) and adjust the value of the upload_max_filesize parameter.



Manage files with File Browser

Little Backup Box comes preinstalled with the File Browser application configured to work with the contents of the backup storage device. To access the file manager, point the browser to http://127.0.0.1:8080 (replace 127.0.0.1 with the actual address of the Little Backup Box machine). Use the default admin/admin user name and password to log in.



Remote backup with Little Backup Box and Rclone

Little Backup Box comes with the latest version of Rclone, a tool that makes it possible to back up data to a wide range of cloud storage services. This allows you to back up the contents of the backup storage device to the desired cloud service.


Configure Rclone

To make Rclone work with your preferred cloud storage service, you need to create a configuration file. Say, you want to use Rclone with the Amazon Drive service. Run the Rclone config command, press n when prompted to set a configuration password, and name the configuration profile remote. Enter then the number corresponding to the Amazon Drive option in the list of supported services. Leave the Amazon Application Client Id and Amazon Application Client Secret options empty, and select the auto configuration option. This will open the default browser and obtain an access token. Check and confirm the generated settings, and you are done.

Once Rclone has been configured, run the rclone lsd remote: command that returns all containers.



Use Rclone

Rclone supports a few simple subcommands and options that allow you to access, manage, and use the remote storage. And the copy and sync subcommands are probably the most important among them. As the name suggests, the copy subcommand copies the contents of the source directory to the remote destination. This subcommand doesn’t transfer unchanged files (it checks them by size, modification time, and md5sum hashes), and it doesn’t delete files from the destination directory. If the destination directory doesn’t exist, Rclone automatically creates it. Most Rclone commands have the simple rclone [OPTION] [SUBCOMMAND] <source> <destination> syntax, and here is what the command that copies the contents of a specified directory to the remote destination looks like:

rclone copy /path/to/source remote:destination

Similar to copy, the sync subcommand transfers files from the source directory to the destination, skipping unchanged files. But when sync encounters files that don’t exist in the source directory, the subcommand deletes them from the destination. In other words, sync keeps both source and destination directories in sync by modifying the destination. Since this operation (and other Rclone actions for that matter) is irreversible, it makes sense to test it first, and Rclone provides the handy --dry-run option for that. Add this option to the rclone sync command to check what files will be copied and deleted:

rclone --dry-run sync /path/to/source remote:destination

The check subcommand can come in handy when you need to ensure that the files in the source and destination directories match:

rclone check /path/to/source remote:destination

This command compares files by their sizes and md5sum hashes, and then shows a list of files that don’t match.

Besides copy and sync, Rclone supports several subcommands that let you view and manage remote storage. The lsd subcommand, for example, can be used to list all directories (also called containers and buckets) in the remote destination, while the ls subcommand shows all files in a specified remote directory:

rclone lsd remote:
rclone ls remote:dir

Need to create or delete a remote directory? Use the mkdir and rmdir subcommands for that:

rclone mkdir remote:new_dir
rclone rmdir remote:old_dir

The last command can remove a directory only if it’s empty. If you want to delete a directory and its contents, use the purge subcommand:

rclone purge remote:old_dir

Being a command-line tool, Rclone supports a number of options that control its behavior. The --bwlimit option, for example, lets you limit the bandwidth available to Rclone. This can be useful when the machine running Rclone shares the Internet connections with other clients. Limiting the bandwidth ensures that other machines can access the Internet at a reasonable speed during the copy or sync operations. The bandwidth limit can be specified in kilobytes, megabytes, or gigabytes using the k, M, and G suffixes:

rclone --bwlimit=15M sync /path/to/source remote:destination

The command above limits the bandwidth to 15MBytes/s.

The --dry-run option has been mentioned earlier, and it allows you to test Rclone operations without applying any changes. Finally, if you run Rclone unattended, you might want to use the --log-file option to save Rclone’s output to a file for later reference:

rclone --log-file=rclone.log sync /path/to/source remote:destination



Use filters in Rclone

Filtering options and patterns in Rclone can be used to configure Rclone to skip certain files and directories. Filtering rules in Rclone work with most commands, including copy and sync. A filtering rule in Rclone consists of two parts: an exclude or include subcommand and a filtering pattern. Rclone features four filtering subcommands: --exclude, --exclude-from, --include, and --include-from. The first two commands can be used to exclude files, while the other two let you limit the current operation only to the specified files. The --exclude subcommand allows you to specify the filtering pattern in-line, for example:

rclone --exclude *.NEF sync /path/to/source remote:destination

This command syncs everything except the RAW files with the .NEF extension. Instead of specifying a filtering rule on the fly, you can save a list of filtering patterns in a text file and use the --exclude-from subcommand with it:

rclone --exclude-from=filters.txt copy /path/to/source remote:destination

The --include command can come in useful when you need to limit Rclone to a specific subset of files. For example, if you want to sync TIFF and JPEG files in a directory and skip the rest, the following filtering rule does the job:

rclone --include *.{tif,jpg} copy /path/to/source remote:destination

Similar to --exclude-from, the --include-from command can read filtering patterns from a text file.

Using the exclude and include subcommands, you can create filtering rules that either skip or include matching files. But what if you need to create a set of filters that combines both? Then the --filter-from subcommand is what you need. This subcommand reads a text file containing include and exclude filtering rules and applies them to the current Rclone operation:

rclone --filter-from=filters.txt sync /path/to/source remote:destination

Each line in the specified text files contains a filtering rule that starts with either the + (include) or - (exclude) prefix, for example:

+ *.jpeg
+ *.tiff
- *.xmp

As you may have noticed, filtering patterns in Rclone are based on wild cards. While they are not as powerful as regular expressions, wild cards are significantly easier to master. And if you used wild cards when working from the command line, you won’t have problems composing filtering rules for Rclone.






Extend Little Backup Box


Configure and use custom buttons

You can configure custom buttons in the web UI to trigger user-defined actions. For example, you can configure Button 1 and the accompanying shell script to back up photos from an Android device.

Start with running the commands below on the Little Backup Box machine to install the required software and create directories:

sudo apt install mtp-tools jmtpfs
mkdir -p ~/PHOTOS
mkdir -p ~/ANDROID


Open the little-backup-box/scripts/custom1.sh script for editing and replace the default contents with the following code:

#!/usr/bin/env bash
jmtpfs ~/ANDROID
rsync -avh --delete /home/pi/ANDROID/Internal\ storage/DCIM/ /home/pi/PHOTOS
oled r
oled +a "Backup completed!"
oled s


In the example above, the rsync command backs up the contents of the DCIM folder on the Android device to the PHOTOS directory on the Little Backup Box machine. You can change this behavior, if needed. Save the changes and run the chmod +x custom-action.sh command to make sure that the script is executable.

Next, open the little-backup-box/scripts/lang/en.ini file for editing and change the default button label specified by the custom1_bvariable to a more descriptive name (for example, Android backup). Do the same for the notification message specified by the custom1_mvariable (for example, Android backup initiated).

Reboot the Little Backup Box machine, and you are done.


Start Rclone backup job from Little Backup Box web UI

Instead of establishing an SSH connection to the Little Backup Box machine and manually starting an Rclone backup job, you can assign a script to a custom button in the Little Backup Box web UI. Before you can do that, create an Rclone configuration file for the desired storage service on a machine with a web browser. Move the resulting rclone.conf file to the √little-backup-box/scripts/ directory on the Little Backup Box machine.

To assign an Rclone action to the Button 3, connect to the Little Backup Box machine via SSH, open the little-backup-box/scripts/custom3.sh file for editing, and replace the existing contents with the following code:

#!/usr/bin/env bash
WORKING_DIR=$(cd "$(dirname "${BASH_SOURCE[0]}")" && pwd)
CONFIG="${WORKING_DIR}/config.cfg"
source "$CONFIG"

# Load LCD library
. "${WORKING_DIR}/lib-lcd.sh"

until [ ! -z "$(ls -A ${STORAGE_MOUNT_POINT})" ]; do
 sleep 1
done

rclone -v sync --update "${STORAGE_MOUNT_POINT}" --delete-excluded REMOTE:BUCKET

message="Backup completed!"
lcd_message "$message"


The example above waits for the backup storage device to be mounted and then backs up the data on it to a bucket in the cloud service. Adjust this example for your specific scenario.

Next, open the little-backup-box/scripts/lang/en.ini file for editing and change the default button label specified by the custom3_b variable to a more descriptive name (for example, Rclone backup). Do the same for the notification message specified by the custom3_m variable (for example, Rclone backup initiated).

Reboot the Little Backup Box machine, and you are done.



Disable custom buttons

If you don’t want to use the custom buttons, you can hide them from the web UI. To do this, open the little-backup-box/scripts/index.php file for editing and locate the following code block:

<hr style="margin-bottom: 1em;">
    <form class="text-center" method="POST">
        <button name="custom1" style="background-color: #cce6ff;"><?php echo L::custom1_b; ?></button>
        <button name="custom2" style="background-color: #cce6ff;"><?php echo L::custom2_b; ?></button>
        <button name="custom3" style="background-color: #cce6ff;"><?php echo L::custom3_b; ?></button>
    </form>


Comment the line, so it looks as follows:

<!--
<hr style="margin-bottom: 1em;">
    <form class="text-center" method="POST">
        <button name="custom1" style="background-color: #cce6ff;"><?php echo L::custom1_b; ?></button>
        <button name="custom2" style="background-color: #cce6ff;"><?php echo L::custom2_b; ?></button>
        <button name="custom3" style="background-color: #cce6ff;"><?php echo L::custom3_b; ?></button>
    </form>
-->


Locate then the following code block:

    if (isset($_POST['custom1'])) {
        shell_exec('sudo pkill -f *backup*');
        shell_exec('sudo ./custom1.sh > /dev/null 2>&1 & echo $!');
        echo "<script>";
        echo 'alert("' . L::custom1_m . '")';
        echo "</script>";
    }
    if (isset($_POST['custom2'])) {
        shell_exec('sudo pkill -f *backup*');
        shell_exec('sudo ./custom2.sh > /dev/null 2>&1 & echo $!');
        echo "<script>";
        echo 'alert("' . L::custom2_m . '")';
        echo "</script>";
    }
    if (isset($_POST['custom3'])) {
        shell_exec('sudo pkill -f *backup*');
        shell_exec('sudo ./custom3.sh > /dev/null 2>&1 & echo $!');
        echo "<script>";
        echo 'alert("' . L::custom3_m . '")';
        echo "</script>";
    }


Comment it as follows:

    /*
    if (isset($_POST['custom1'])) {
        shell_exec('sudo pkill -f *backup*');
        shell_exec('sudo ./custom1.sh > /dev/null 2>&1 & echo $!');
        echo "<script>";
        echo 'alert("' . L::custom1_m . '")';
        echo "</script>";
    }
    if (isset($_POST['custom2'])) {
        shell_exec('sudo pkill -f *backup*');
        shell_exec('sudo ./custom2.sh > /dev/null 2>&1 & echo $!');
        echo "<script>";
        echo 'alert("' . L::custom2_m . '")';
        echo "</script>";
    }
    if (isset($_POST['custom3'])) {
        shell_exec('sudo pkill -f *backup*');
        shell_exec('sudo ./custom3.sh > /dev/null 2>&1 & echo $!');
        echo "<script>";
        echo 'alert("' . L::custom3_m . '")';
        echo "</script>";
    } */


Save the changes and you’re done.




Add a 128x64 LCD display to Little Backup Box

By default, Little Backup Box provides rudimentary visual feedback using the Raspberry Pi’s ACT LED. In addition to that, Little Backup Box provides support for a 128x64 LCD display. You can enable this functionality during the installation process, but before you do that, you need to add a display to the Raspberry Pi. Any 128x64 LCD display that uses the SSD1306 controller should work with the Raspberry Pi. These displays are inexpensive, and you can buy them from Amazon or any reputable electronics store.

Attaching the LCD display to the Raspberry Pi is a matter of wiring the display’s connectors to the correct GPIO pins. The following diagram demonstrates the correct wiring.



Instead of soldering wires, you can use so-called female-to-female jumper wires. In this case, make sure that the LCD display comes with pins instead of holes. It goes without saying that you also need to find a way to integrate the display into the Raspberry Pi case you are using.

Once the display has been connected, run the Little Backup Box installation script. When prompted to enable support for the LCD display, press OK. Once the installation is completed, the Raspberry Pi reboots. And if everything works, the display should show a message.



Boot Raspberry Pi 4 from a USB storage device

microSD cards are cheap, small and practical, but they are by no means fast. So no matter how speedy the microSD card you use with your Raspberry Pi is, it will always be a bottleneck that affects the performance of the otherwise capable machine.

That’s why the ability to boot from an external USB storage device like a fast solid-state disk is arguably one of the most important improvements introduced in Raspberry Pi 4. So if you want to take Raspberry Pi’s performance to the next level, then configuring it for booting from an external SSD is the way to go.

Before you start, you need to decide what kind of SSD storage device you want to use with the Raspberry Pi. Basically, you have three options:


	A regular external SSD disk

	An internal SSD disk with an SATA-to-USB adapter or an enclosure

	An M.2 SSD with an enclosure



External SSD devices are great, because they can be used right out of the box. But they tend to be expensive. If you shop around, you can save a bit of money by buying an internal 2.5-inch SSD and a USB enclosure (or a cheap SATA-to-USB adapter). And if you prefer something smaller and potentially faster than a standard SSD, an M.2 SSD module and a USB enclosure is the way to go.

When choosing an SSD or a USB enclosure, make sure it supports UASP (USB Attached SCSI Protocol). Unlike older devices that use the Bulk Only Transport protocol, UASP-capable drives offer up to a 50% increase in read-write speeds. The UASP makes Raspberry Pi 4 disk IO 50% faster article provides more in-depth info on the topic.

Unfortunately, unless the product page explicitly mentions UASP, there is no way to know whether a particular device supports this protocol or not. But you can check whether the SSD you already have supports UASP by running the lsusb -t command. Look for Driver= in the output: if you see Driver=uas, the drive supports UASP.

Once you have an SSD, burn the Raspberry Pi OS on it as you’d normally do with a microSD card. To enable USB boot on the Raspberry Pi, boot it from the microSD card and run the following commands:

sudo apt update
sudo apt full-upgrade
sudo rpi-update
sudo rpi-eeprom-update -d -a


Reboot the machine, and run the sudo raspi-config command. Switch to the Boot Options → Boot Order section and choose the USB Boot option. Power down the Raspberry Pi, remove the microSD card, plug the SSD into a USB 3.0 port, and boot the machine. If everything works correctly, the Raspberry Pi should boot from the connected SSD.



FTP transfer from Sony α7 Mark III to Little Backup Box

The FTP transfer feature in Sony α7 Mark III (and other newer Alpha models) doesn’t usually get a lot of attention. Sure, with all the modern technologies and apps, it’s easy to overlook this humble feature. But when it comes to transferring RAW and JPEG files, FTP can really hold its own. In fact, it has several important advantages.


	FTP is a mature, reliable, and well-supported technology.

	You can use FTP to transfer photos to a local machine as well as a remote server. And since Sony α7 Mark III supports multiple FTP profiles, you can transfer photos to multiple destinations.

	FTP servers are available for practically any platform, including macOS, Linux, and Windows. There are also plenty of open-source FTP servers available free of charge.

	The FTP transfer feature in Sony α7 Mark III supports transfer of both RAW and JPEG files.



Little Backup Box comes with the vsftpd FTP server. It runs automatically on boot, and it’s configured to save uploaded files to the user home directory (for example, /home/pi). So all you have to do is to configure your camera’s FTP settings. Before you proceed, have the following connection info ready:


	IP address of Little Backup Box machine

	User name and password of the user account on the Little Backup Box machine



In your camera, press the Menu button and go to Network → Network1 → [FTP Transfer Func.] → FTP Server 1. Choose Display Name and give the profile a short descriptive name. Go one step back, and switch to the ^Destination Settings** section. Configure the following settings: - Host Name The host name or IP address of the FTP server. - Secure Protocol Enable secure FTP transfers. Leave it disabled. - Port The port number of the FTP server. If the FTP server runs on the default port 21, skip this field. - Directory Set the destination folder on the FTP server. If you leave this field empty, RAW and JPEG files will be uploaded to a separate folder in the user home directory. The current date is used as the name of the upload folder.

Press OK to save the connection settings, switch to the User Settings Info screen, and enter the user name and the password in the appropriate fields. Press OK, and quit the menu mode.

To upload photos from the camera to the configured FTP server, switch to the viewing mode, press the Menu button and go to Network → Network1 → FTP Transfer. Once the camera has established a connection to the FTP server, select the photos you want to upload, press the Menu button, and choose OK.



Use Little Backup Box to manage and process RAW files and photos

Instead of transferring photos and RAW files to a regular machine for further processing, you can turn the Raspberry Pi running Little Backup Box into a lightweight photo editing station that you can access from any Linux machine on the same network.

While a single-board computer might not be powerful enough to run digiKam or Darktable, it can easily handle gThumb. Despite being a lightweight tool, gThumb provides all the essential tools for organizing and processing photos and RAW files. Installing gThumb on Raspberry Pi OS is a matter of running two commands:

sudo apt-get update
sudo apt-get install gthumb


One way to access and use gThumb remotely is through X11 forwarding. Simply put, X11 forwarding allows you to stream a graphical application via an SSH connection from a remote host (in this case, it’s the Raspberry Pi with gThumb) to a Linux machine at the other end of the SSH connection.

If SSH is not enabled on the Raspberry Pi, activate it by running the following commands:

sudo systemctl enable ssh
sudo systemctl start ssh


On the Raspberry Pi, run the ip addr show command and note the local IP address of the machine. On another Linux machine, launch the terminal and use the ssh -X user@host command to establish an SSH connection to the Raspberry Pi (replace user and host with the actual user name and IP address of the Raspberry Pi). Now you can start gThumb using the gThumb command.



Use Mejiro with Little Backup Box

While Little Backup Box features a no-frills RAW viewer, it’s useful for quickly previewing RAW files and not much else. If you’d like to use Little Backup Box as a pocket photo gallery to showcase your photos when you are out and about, install Mejiro.



Although Mejiro is a rather minimalist application, it does offer useful functionality and creature comforts. The application features a responsive design, so it works well on mobile devices. Mejiro automatically extracts and displays basic EXIF info for each photo, including aperture, shutter speed, and ISO. For geotagged photos, Mejiro shows their exact locations on OpenStreetMap or Google Maps. You can add a description to each photo in an accompanying text file, and the application can also read and show descriptions from the photo’s UserComment EXIF field. Better still, Mejiro automatically detects the browser language and picks the description text file with the appropriate language prefix. For each photo in the JPEG format, you can upload the accompanying RAW file, and Mejiro automatically adds a link to it. You can even protect your Mejiro instance with a password.


Install Mejiro on Little Backup Box

Little Backup Box includes a shell script that installs and configures Mejiro. Connect via SSH to the Little Backup Box machine, switch to the little-backup-box directory, and run the ./install-mejiro.sh command. Reboot the Little Backup Box machine, and you access Mejiro by pointing the browser to http://127.0.0.1:8081 (replace 127.0.0.1 with the actual IP address of Little Backup Box).






Use Little Backup Box with Tomodachi

The GPIO pins on Raspberry Pi make it possible to add hardware controls and feedback that can greatly enhance the usability and versatility of your backup device. One such hardware add-on is the Tomodachi that plugs directly into four GPIO pins and features an 128x64 display, two LEDs, and two push buttons.



Tomodachi’s Git repository contains all the source files required to build the board. And the supplied documentation provides information on building, configuring, and using the board.

In its default configuration, the display works with Little Backup Box and the LEDs take over the functions of the Raspberry Pi’s built-in ACT and POWER LEDs. And you can use the default commands to show the Raspberry Pi’s IP address and turn the machine off.

Instead of using the web UI or enabling a backup mode that starts automatically on boot, you can select and start the desired backup mode using Tomodachi. If Little Backup Box has a default backup mode enabled, the first step is to disable it. Run the crontab -e command and comment out the appropriate cronjob by adding # in front of it, for example:

#@reboot sudo /home/pi/little-backup-box/scripts/source-backup.sh

If you enabled the LCD display when installing Little Backup Box, you have to disable it to avoid conflicts with Tomodachi. To do this, open the little-backup-box/scripts/config.cfg file for editing and set the DISP variable to false. Save the changes and reboot the Raspberry Pi.

Next, open the commands.csv file for editing using the nano tomodachi/scripts/commands.csv and add the following commands to it:

Source backup, sudo /home/pi/little-backup-box/scripts/source-backup.sh
Camera backup, sudo /home/pi/little-backup-box/scripts/camera-backup.sh
Internal backup, sudo /home/pi/little-backup-box/scripts/internal-backup.sh

Save the changes, reboot the Raspberry Pi. Use then the SELECT button to choose the desired backup mode and press RUN to start it.

Tomodachi’s documentation provides several code examples that can be used as starting points for extending functionality of Little Backup Box. In fact, Tomodachi makes it supremely easy to add new commands with a minimum of effort. For example, you can add a command that renames and organizes the transferred photos and RAW files.


	On the Raspberry Pi, run the nano organize.sh command and paste the following code into the blank text file:



#!/bin/bash
DIR="/media/storage"
exiftool -d %Y%m%d-%H%M%S%%-c.%%e '-FileName<DateTimeOriginal' $DIR
exiftool '-Directory<CreateDate' -d ./%Y-%m-%d $DIR



	Save the file in the /home/pi directory and make the script executable using the chmod +x organize.sh command.


	Open the tomodachi/scripts/commands.csv file for editing and add the following command to it:

Organize files, sudo /home/pi/organize.sh


	Save the changes and reboot the Raspberry Pi.

	Use the SELECT button to choose the Organize files command and press RUN to run it.







Troubleshoot Little Backup box


Disable IPv6

Raspberry Pi OS comes with the IPv6 protocol enabled by default. If you use Little Backup Box with an OLED display, it may display a partial IPv6 address instead of a more human-friendly IPv4 one. To fix this issue, disable IPv6. To do this, establish an SSH connection to the Little Backup Box machine, and open the sysctl.conf file for editing using the sudo nano /etc/sysctl.conf command. Add the following line at the end of the file:

net.ipv6.conf.all.disable_ipv6 = 1

Reboot then the Little Backup Box machine using the sudo reboot command.



Fix curl: 60 SSL certificate problem error

If you get the curl: 60 SSL certificate problem error when running the installer script, you can fix the problem by manually setting the correct date and time on the Raspberry Pi.



Further help

The Little Backup Box forum on PIXLS.US is the place to ask questions related to installing, configuring, using, and troubleshooting Little Backup Box.
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